Information Sciences 231 (2013) 1-3

Contents lists available at SciVerse ScienceDirect

Information Sciences

journal homepage: www.elsevier.com/locate/ins L

Editorial

Guest editorial: Special issue on data mining for information security

1. Introduction

Computer and communication systems are subject to repeated security attacks. Given the variety of new vulnerabilities
discovered every day, the introduction of new attack schemes, and the ever-expanding use of the Internet, it is not surprising
that the field of computer and network security has grown and evolved significantly in recent years. Attacks are so pervasive
nowadays that many firms, especially large financial institutions, spend over 10% of their total information and communi-
cation technology budget directly on computer and network security. Changes in the type of attacks, such as the use of bot-
nets and the identification of new vulnerabilities, have resulted in a highly dynamic threat landscape that is unamenable to
traditional security approaches.

Data mining techniques which incorporate induction algorithms that explore data in order to discover hidden patterns
and develop predictive models, have proved to be effective in tackling the aforementioned information security challenges.
In recent years classification, associations rules, and clustering mechanisms, have all been used to discover and generalize
attack patterns in order to develop powerful solutions for coping with the latest threats such as: distributed denial of service
(DDoS) attacks, host-based intrusions [15,17], data leakage, SPAM and malicious code including Trojan, Worms and com-
puter viruses [8,9,13,14,16,20].

2. The special issue

The papers in this special issue are clustered into four groups. The first group focuses on employing data mining tech-
niques for coping with intrusion detection. The second group deals with using classification techniques to identify malicious
code. The third group mainly addresses privacy preserving data mining. Finally, the fourth group presents new techniques
for the detection of the presence of embedded secret messages (Steganalysis) using machine learning techniques.

In the following subsections, we introduce all the papers included in this special issue.

2.1. Intrusion detection systems

Intrusion detection systems aim at detecting and, in many cases, preventing attacks against an information technology
resource such as a network router, computer server, etc. Many intrusion detection systems are based on machine learning
techniques.

Song et al. [19] propose a new anomaly detection method that can automatically tune and optimize the values of its
parameters without predefining them. Song et al. [19] emphasize that in recent studies, many machine learning techniques
were employed by intrusion detection systems (IDSs) designers. Unsupervised anomaly detection techniques draw major
attention since they can be constructed without using a labeled dataset which, in many cases, does not exist. Despite their
advantages, deployment of an anomaly detection system in a real environment is not an easy task since it requires careful
settings of values to many parameters that control the system operation. Song et al. [19] propose a new anomaly detection
method by which its operators can automatically tune and optimize the values of its parameters without predefining them.
The newly proposed method was evaluated using real traffic data collected from Kyoto University honeypots. The evaluation
results suggest that the newly proposed method outperforms previous ones.

SQL injections attacks are one of the most widely spread threats for modern databases. In this type of attack the attacker
tries to inject a value that appears to be legitimate, but actually modifies the SQL statement that is sent to the database man-
agement system. Pinzoén et al. [10] present a multi-agent architecture aimed at detecting SQL injection attacks. The proposed
method is based on a hierarchical and distributed strategy where different tasks are structured on layers. The agents in each
one of the layers focus on specific tasks, such as data gathering, data classification, and visualization. The proposed method is
based on two key agents under hybrid architecture: a classifier agent that incorporates a Case-Based Reasoning engine
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employing advanced algorithms in the reasoning cycle stages, and a visualizer agent that integrates several techniques to
facilitate the visual analysis of suspicious queries. The former agent incorporates a new classification model based on a mix-
ture of a neural networks and a Support Vector Machine in order to classify SQL queries. The latter agent combines clustering
and neural projection techniques to support the visual analysis and identification of the attacks. The proposed detection
method was evaluated using real data and the experimental results confirmed the effectiveness of the proposed method.

Protecting sensor network nodes by adding security mechanisms is considered a challenge because wireless sensor nodes
are congenitally limited by insufficient hardware resources such as memory size and battery life. Huang et al. [3] propose a
new intrusion detection system called the Markovian which aims at protecting sensor network nodes from malicious at-
tacks. The proposed system incorporates game theory with anomaly and misuse detection to determine the best defense
strategies. It also employs a Markov decision processes with an attack-pattern-mining algorithm to predict future attack pat-
terns and implement appropriate measures.

2.2. Detecting malicious code

Users download a wide variety of content from the internet including new computer software, some of which can be
malicious software. Malwares usually display a hostile behavior which aims to disrupt normal operations or gain unautho-
rized access to system resources or sensitive information. The volume of malware is growing faster every year and poses a
serious global security threat. Consequently, malware detection is becoming a key issue in information security. Presently,
signature-based detection methods are the most common methods used in commercial anti-virus. Despite the widespread
use of this approach, it fails to detect new malware because, generally, it can only detect malicious executable after it has
manifested itself in some way (usually by causing a damage).

Shahzad et al. [18] present a novel concept of genetic footprint which is capable to detect malicious processes at run time.
The footprints are discovered by mining the information in the kernel Process Control Blocks (PCBs) of the suspicious pro-
cess. The genetic footprint consists of selected parameters, maintained inside the PCB of a kernel for each running process,
that define the semantics and behavior of an executing process. A systematic forensic study of the execution traces of benign
and malware processes is performed to identify discriminatory parameters of a PCB. The new method meets the following
characteristics: (1) high detection accuracy, (2) low false alarm rate, (3) short detection time, and (4) resilience to run-time
evasion attempts.

Santos et al. [12] propose a new method to detect unknown malware families by analyzing the frequency of the appear-
ance of opcode (operation code of the machine language instruction) sequences. In particular, Santos et al. [12] describe a
technique to mine the relevance of each opcode and evaluate how often each opcode sequence appears.

2.3. Privacy and anonymity

Many data mining applications involve mining data that includes private and sensitive information about users. To avoid
such situations, privacy regulations were promulgated in many countries (e.g., privacy regulation as part of HIPAA in the
USA). The data owner is required to omit identifying data so that to ensure, with a high probability, that private information
about individuals cannot be inferred from the dataset released for analysis or sent to another data owner. At the same time,
omitting important fields from datasets, such as age in a medical domain, might reduce the accuracy of the model derived
from the data by the DM process. Privacy-preserving data mining (PPDM) deals with the trade-off between the effectiveness
of the mining process and privacy of the subjects, aiming at minimizing the privacy exposure with a minimal effect on min-
ing results [6,7].

Privacy protection has become increasingly important as Web 2.0 applications are swiftly gaining popularity. Addition-
ally, online social networks accumulate important user data such as age, occupation and role, personality, and more to create
arich identity. Adversaries may extradite sensitive information to unauthorized agents. The pervasiveness of location-aware
devices has been the focus of extensive research in trajectory data mining, resulting in many influential applications. Yet, the
privacy issue in sharing trajectory data creates an obstacle for effective data mining. For example, based on geo-tagged pho-
tos that users share over the internet, one can analyze the trajectories of those users [5]. Chen et al. [1] study the challenges
of anonymizing trajectory data; high dimensionality, sparseness, and sequentiality. Employing traditional privacy models
and anonymization methods often leads to low data utility in the resulting data and ineffective data mining. As an illustra-
tion, Chen et al. [1] aim at preserving both instances of location-time doublets and frequent sequences in a trajectory data-
base, both being the foundation of many trajectory data mining tasks.

Authorship analysis is a forensic tool which aims to expose the author of online textual documents. Authorship analysis is
the statistical study of linguistic and computational characteristics of written documents of individuals. Igbal et al. [4] pres-
ent a unified data mining solution to address authorship analysis problems based on the concept of frequent pattern-based
writeprint.

Privacy-preserving set operations, such as set union and set intersection on distributed sets, are widely used in data min-
ing for which the preservation of privacy is of the utmost concern. Chun et al. [2] extended privacy-preserving set operations
and considered privacy-preserving disjunctive normal form (DNF) operations on distributed sets.
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2.4. Steganalysis

Steganography is a form of security through obscurity. The idea of steganography is to deliver hidden information in such
a way that no one, apart from the sender and intended recipient, may know even suspect them. The advantage of steganog-
raphy over cryptography is that it does not arouse attention. For example, the well-known MP3 audio format can be used to
carry the audio steganography on the Internet. The aim of statistical steganalysis schemes is to detect the existence of secret
information embedded by steganography. In their paper, Qiao et al. [11] indicate that there are few steganalysis methods
proposed for audio steganography, and especially the scarcity of steganalysis methods of the information-hiding behavior
in MP3 audio. Thus, Qiao et al. [11] propose a comprehensive approach for steganalysis of MP3 audio by deriving new
features.
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