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Efficient Multi-Dimensional Suppression for 
K-Anonymity  

Slava Kisilevich, Lior Rokach, Yuval Elovici, Bracha Shapira  

Abstract — Many applications that employ data mining techniques involve mining data that include private and sensitive 
information about the subjects. One way to enable effective data mining while preserving privacy is to anonymize the dataset 
that include private information about subjects before being released for data mining. One way to anonymize dataet is to 
manipulate its content so that the records adhere to k-anonymity. Two common manipulation techniques used to achieve k-
anonymity of a dataset are generalization and suppression. Generalization refers to replacing a value with a less specific but 
semantically consistent value, while suppression refers to not releasing a value at all. Generalization is more commonly applied 
in this domain since suppression may dramatically reduce the quality of the data mining results if not properly used. However, 
generalization presents a major drawback as it requires a manually generated domain hierarchy taxonomy for every quasi-
identifier in the dataset on which k-anonymity has to be performed. In this paper we propose a new method for achieving k-
anonymity named K-anonymity of Classification Trees Using Suppression (kACTUS). In kACTUS efficient multi-dimensional 
suppression is performed, i.e., values are suppressed only on certain records depending on other attribute values, without the 
need for manually-produced domain hierarchy trees. Thus, in kACTUS we identify attributes that have less influence on the 
classification of the data records and we suppress them if needed in order to comly with k-anonymity. The kACTUS method was 
evaluated on ten separate datasets to evaluate its accuracy as compared to other k-anonymity generalization and suppression-
based methods. Encouraging results suggest that kACTUS' predictive performance is better than that of existing k-anonymity 
algorithms. Specifically, on average the accuracies of TDS, TDR and kADET are lower than kACTUS in 3.5%, 3.3% and 1.9% 
respectively despite their usage of manually defined domain trees. The accuracy gap is increased to 5.3%, 4.3% and 3.1% 
respectively when no domain trees are used. 

Index Terms — Privacy Preserving Data Mining, k-Anonymity, De-Indentified Data, Decision Trees, , ,.  
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3.1 Formulation of Classification Problem 
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3.2 Bag-Algebra Operation Notation 
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3.3 The k-anonymity protocol 
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3.4 Optimal k-anonymity transformation for a 

Classification Problem 
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����� � � ����� ���� �������� ������
�� ���
��� ���� 	���� ��� ��� �� ���
��� �������� ��������������� SST ¢®: ��
�� ����� �@� ����
�����!������������?������������� ������������������� ������
��5��	��������������������������	�������5����

���
 �������

age workclass fnlwgt edu
edu-
num

marital-
status occupation relationship race sex

native-
country

39 Private 77516 BA 13 Married Excecutive Not-in-family White M US
39 Private 83311 BA 13 Married Excecutive Husband White M US
38 Private 215646 BA 9 Divorced Excecutive Not-in-family White M US
53 Private 234721 BA 7 Married Excecutive Husband Black M US
28 Private 338409 BA 13 Married Excecutive Wife Black M Cuba
37 Private 284582 BA 14 Married Excecutive Wife White M Cuba
49 Private 160187 BA 5 Married Excecutive Not-in-family Black M Cuba
52 State-gov 209642 BA 9 Married Excecutive Husband White M Cuba
31 State-gov 45781 BA 14 Married Excecutive Not-in-family White M Cuba
42 State-gov 159449 MA 13 Married Excecutive Husband White M Cuba
37 State-gov 280464 MA 10 Married Excecutive Husband Black F Cuba
30 State-gov 141297 MA 13 Married Sales Husband Asian F Cuba
30 State-gov 141297 MA 13 Married Sales Husband Asian F Cuba
30 State-gov 141297 MA 13 Married Sales Husband Asian F Cuba
34 State-gov 245487 7th-8th 4 Married Sales Husband Indian F Mexico

age workclass fnlwgt edu
edu-
num

marital-
status occupation relationship race sex

capital-
gain

capital-
loss

hours
-per-
week

native-
country

salary 
>50K

39 Private 77516 BA 13 Married Excecutive Not-in-family White M 2174 0 40 US <=50K
39 Private 83311 BA 13 Married Excecutive Husband White M 0 0 13 US <=50K
38 Private 215646 BA 9 Divorced Excecutive Not-in-family White M 0 0 40 US <=50K
53 Private 234721 BA 7 Married Excecutive Husband Black M 0 0 40 US <=50K
28 Private 338409 BA 13 Married Excecutive Wife Black M 0 0 40 Cuba <=50K
37 Private 284582 BA 14 Married Excecutive Wife White M 0 0 40 Cuba <=50K
49 Private 160187 BA 5 Married Excecutive Not-in-family Black M 0 0 16 Cuba <=50K
52 State-gov 209642 BA 9 Married Excecutive Husband White M 0 0 45 Cuba >50K
31 State-gov 45781 BA 14 Married Excecutive Not-in-family White M 14084 0 50 Cuba >50K
42 State-gov 159449 MA 13 Married Excecutive Husband White M 5178 0 40 Cuba >50K
37 State-gov 280464 MA 10 Married Excecutive Husband Black F 0 0 80 Cuba >50K
30 State-gov 141297 MA 13 Married Sales Husband Asian F 0 0 40 Cuba >50K
30 State-gov 141297 MA 13 Married Sales Husband Asian F 0 2 60 Cuba >50K
30 State-gov 141297 MA 13 Married Sales Husband Asian F 0 1 80 Cuba <=50K
34 State-gov 245487 7th-8th 4 Married Sales Husband Indian F 0 0 45 Mexico <=50K
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4 METHODS  
4.1 Overview 
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4.2 Illustrative Example 
+��� ��������� �������5�� ���
������ ��� ������������ ��� ����
����������������������	��������	�!����������O#@@��� ��
���� 0���������������� ���
�� ���� ����� ��� /�
����� 3�#� � %�����
��� ������ �� 
�������
������ ����� ����	� ��� � �����	� 
� ������
��
������������	��������%�	��#����
����������	�������� �
��������

������ ����� ������ �������	� A6�)� ��	������� ��� ���� 0� ����
����������� ����������� ��� ���� &����� ��������� &� ����� �� ��� ��
���
!��� ��� ����
������ ����� ��
�� ������ +���� ������� � �����
������ ���� ������� ��� ������
��� ��� ���� �������	� ���� � ����

���������������������������	�����������
�
8����� ���� 
�������
������ ������ ��� ��	��� ��� ���� ���� ���5��
����� ���
���� ��� ��������	� ���� ������ ����� ���	��O#� � �
J�����(�����#(���������	���O�#��������������������� �����
��
�����(��,���
���������������#@�#6������� ���������� �
����	�
���������������##�
�������������!����
�����#(@P#@@� ��+���
��������	� ������	�� ������� #@�#2�#3�#6�� ����� 9R3R#R2 O#2�
������
����������������������������;;�������
������ ���	��J����
##� ���� (@�� ���� ������
��� �#(@�#@@O(@���+���� ;;� ��� ���
���
��� ����� ##� 
��� ��� ��������� ����
���� ���� ����� ��� 
�� �
�������� ���� ��
��������	� ������� +��� ��������	� #@2�
������
��� ��� �����##� 
��� ��� �������� ������ ��� ���� �� ����
����� �������� ����� ���� ��������	� 0����� ������������ � ��
������� ����� ����0����� ����������� ������������ ��
�� � �� ������
�������!�� 
��� ��� ��������� ��� �����D� ��������
������O��������
����������� ���
������ O� /����
����	� ��
�

��������O�H �
�����	����������!
�����O�-�������� ��
��O�
B������
�

01: marital-status = Married-civ-spouse 
02: |   education = 11th: <=50K. (271) 
03: |   education = Masters: >50K. (713) 
04: |   education = 9th: <=50K. (158) 
05: |   education = HS-grad: <=50K. (3436) 
06: |   education = Some-college 
07: |   |   occupation = Handlers-cleaners: <=50K. (69) 
08: |   |   occupation = Exec-managerial 
09: |   |   |   workclass = Private 

10: |   |   |   |   race = Black: <=50K. (6) 

11: |   |   |   |   race = White: >50K. (190) 
12: |   |   |   |   race = Asian-Pac-Islander: <=50 K. (3) 
13: |   |   |   |   race = Other: <=50K. (1) 
14: |   |   |   |   race = Amer-Indian-Eskimo: <=50 K. (2) 
15: |   |   |   workclass = Self-emp-not-inc: <=50K . (39) 
16: |   |   |   workclass = State-gov: >50K. (8) 
17: |   |   |   workclass = Federal-gov: >50K. (16)  
18: |   |   |   workclass = Local-gov: <=50K. (23) 
19: |   |   |   workclass = Self-emp-inc 
20: |   |   |   |   sex = Male: >50K. (42) 
21: |   |   |   |   sex = Female: <=50K. (4) 
22: |   |   |   workclass = Without-pay: >50K. (0) 
23: marital-status = Married-AF-spouse: <=50K. (16)  

Fig. 1. Classification tree for Adult dataset 
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01: marital-status = Married-civ-spouse 
02: |   education = 11th: <=50K. (271) 
03: |   education = Masters: >50K. (713) 
04: |   education = 9th: <=50K. (158) 
05: |   education = HS-grad: <=50K. (3436) 
06: |   education = Some-college 
07: |   |   occupation = Handlers-cleaners: <=50K. (69) 
08: |   |   occupation = Exec-managerial 
09: |   |   |   workclass = Private (100) 
15: |   |   |   workclass = Self-emp-not-inc: <=50K . (39) 
16: |   |   |   workclass = State-gov: >50K. (8) 
17: |   |   |   workclass = Federal-gov: >50K. (16)  
18: |   |   |   workclass = Local-gov: <=50K. (23) 
19: |   |   |   workclass = Self-emp-inc 
20: |   |   |   |   sex = Male: >50K. (42) 
21: |   |   |   |   sex = Female: <=50K. (4) 
22: |   |   |   workclass = Without-pay: >50K. (0) 
23: marital-status = Married-AF-spouse: <=50K. (16)  

Fig. 2. Revised classification tree after iteration 1. 

01: marital-status = Married-civ-spouse 
02: |   education = 11th: <=50K. (271) 
03: |   education = Masters: >50K. (713) 
04: |   education = 9th: <=50K. (158) 
05: |   education = HS-grad: <=50K. (3436) 
06: |   education = Some-college 
07: |   |   occupation = Handlers-cleaners: <=50K. (69) 
08: |   |   occupation = Exec-managerial 
09: |   |   |   workclass = Private (100) 
15: |   |   |   workclass = Self-emp-not-inc: <=50K . (39) 
16: |   |   |   workclass = State-gov: >50K. (8) 
17: |   |   |   workclass = Federal-gov: >50K. (16)  
18: |   |   |   workclass = Local-gov: <=50K. (23) 
19: |   |   |   workclass = Self-emp-inc (46) 
22: |   |   |   workclass = Without-pay: >50K. (0) 
23: marital-status = Married-AF-spouse: <=50K. (16)  

Fig. 3. Revised classification tree after iteration 2. 

01: marital-status = Married-civ-spouse 
02: |   education = 11th: <=50K. (271) 
03: |   education = Masters: >50K. (713) 
04: |   education = 9th: <=50K. (158) 
05: |   education = HS-grad: <=50K. (3436) 
06: |   education = Some-college 
07: |   |   occupation = Handlers-cleaners: <=50K. (69) 
08: |   |   occupation = Exec-managerial (132) 
23: marital-status = Married-AF-spouse: <=50K. (16)  

Fig. 4. Revised classification tree after iteration 3. 

4.2 Supervised Decision Tree-based K-Anonymity  
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kACTUS (S,Q,CT,k) 
Input:  S (Original dataset), Q (The quasi-identifier set) , 
k (Anonymity threshold) 
Output:  S' (Anonymous dataset)  
 

1: CT �  CTI( Q ySp È ) /* phase 1 */ 
2: Return Anonymize (SO,Q,CT,k) /* phase 2 */ 
 
Anonymize (SO,Q,CT,k) 
Input : SO (Original dataset to be anonyimized), Q (The 
quasi-identifier set), CT (Classification tree),  
k (Anonymity threshold) 
Output : S' Anonymous dataset 
 
3: S � SO /* work on a copy of the original dataset */ 

4: S' � Æ 
5: WHILE height(root(CT))>0 
6:   p � node in CT whose height=1  
7:   nui �  0 /* number of uncomplying instances */ 

8:   SP �  Æ/* candidate instances to be suppressed */ 

9:   S extra  �  Æ/* extra complying instances */ 

10:   FOR each v Î children(p)  DO 

11: IF ( )( )ant v S ks ³ THEN  

12:    SV � randomSelect( ( )( )ant v Ss -k, ( )( )ant v Ss ) 

13:    S extra  �  S extra  È  SV 

14:    SP � SPÈ ( ( )ant vs (S)-SV) 
15: ELSE 

16:    nui � nui+ ( )( )ant v Ss  

17: END IF 
18:  END FOR 
19:  IF nui<k THEN 
20:  requried � k-nui 

21: IF extraS ³ required THEN 

� 2:    S not_required � randomSelect( extraS -required, S extra ) 

� 3: ELSE 
24:         S not_required  �  S extra    
25: END IF 
26:      SP � SPÈ  S not_required  
27:  END IF 
28: suppressComplyingChildren(S’,SP,Q, p) 
29: S � S-SP  
30: prune(CT,p) 
31: END WHILE 

32: IF S k³ THEN S' �  S' È suppress (S,Q, Æ) 

 
Suppress (R,Q,pred) 
Input : R (Dataset), Q (The quasi-identifier set), v 
(Predicates) 
Output : R' (Suppressed dataset) 
 
33: R’ � R 

34: For each a Î Q Do 
35:   If a does not appear in an antecedent in v  

36:  ( )'?' 'a Rd ®  

37:      End If 
38: End For  
39: Return R’  
 
suppressComplyingChildren(S’,S,Q, p) 
Input : S’ (anonotmous dataset), S (original dataset), Q ( 
quasi-identifier), p (parent node) 
 
40: FOR each  v Î children(p)   DO 

41: IF ( )( )ant v S ks ³ THEN 
42:  Sv � ( )( )ant v Ss  

43:  S' �  S' È suppress (Sv,Q,ant(v))  
44: END IF 
45: END FOR 

Fig. 5.  kACTUS Algorithm 
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marital-status = Married-civ-spouse AND age >= 30 A ND 
occupation = Exec-managerial AND age < 50 AND race = Other 
AND age < 40: <=50K. (5) 
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marital-status = Married-civ-spouse AND age >= 30 A ND 
occupation = Exec-managerial AND  age < 50 AND race  = 
Other: <=50K. (15)  
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Suppress (R,Q,v) 
Input : R (Dataset), Q (The quasi-identifier set), v 
(Antecedents) 
 
Output : R' (Suppressed dataset) 
 
1:R’ � R 

2:For each a Î Q Do 
3:   IF a does not appear in a antecedent of v  

4: ( )' ' 'a All Rd ®  

5:   Else 
6: If a doesn’t appear in v with equality predicate  
7:      val � mean value of a in R 

8:     
( ')a val Rd ®  

9:       End If  
10:   End If 
11:End For  
12:Return R’   

Fig. 6.  Suppress for numeric attributes 
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5. EXPERIMENTAL EVALUATION  
5.1 Overview 
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5.2 Experimental Process  
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5.4 Algorithms Used 
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5.4 The Effect of k on the Accuracy 
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5.5 Single dimensional generalization schemes 
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Fig. 7. The Experimental Process. 
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5.6 Multi-dimensional generalization schemes 
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5.7 Comparing to Suppression methods 
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5.8 Scalability 
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5.9 Discussions 
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TABLE 3 
COMPARING ACCURACY WITH GENERALIZATION METHODS  

 
 

TABLE 4 
COMPARING ACCURACY WITH SUPPRESSION METHODS 
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