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Efficient Multi-Dimensional Suppression for
K-Anonymity
Slava Kisilevich, Lior Rokach, Yuval Elovici, Bracha Shapira

Abstract — Many applications that employ data mining techniques involve mining data that include private and sensitive
information about the subjects. One way to enable effective data mining while preserving privacy is to anonymize the dataset
that include private information about subjects before being released for data mining. One way to anonymize dataet is to
manipulate its content so that the records adhere to k-anonymity. Two common manipulation techniques used to achieve k-
anonymity of a dataset are generalization and suppression. Generalization refers to replacing a value with a less specific but
semantically consistent value, while suppression refers to not releasing a value at all. Generalization is more commonly applied
in this domain since suppression may dramatically reduce the quality of the data mining results if not properly used. However,
generalization presents a major drawback as it requires a manually generated domain hierarchy taxonomy for every quasi-
identifier in the dataset on which k-anonymity has to be performed. In this paper we propose a new method for achieving k-
anonymity named K-anonymity of Classification Trees Using Suppression (KACTUS). In KACTUS efficient multi-dimensional
suppression is performed, i.e., values are suppressed only on certain records depending on other attribute values, without the
need for manually-produced domain hierarchy trees. Thus, in KACTUS we identify attributes that have less influence on the
classification of the data records and we suppress them if needed in order to comly with k-anonymity. The KACTUS method was
evaluated on ten separate datasets to evaluate its accuracy as compared to other k-anonymity generalization and suppression-
based methods. Encouraging results suggest that KACTUS' predictive performance is better than that of existing k-anonymity
algorithms. Specifically, on average the accuracies of TDS, TDR and kADET are lower than KACTUS in 3.5%, 3.3% and 1.9%
respectively despite their usage of manually defined domain trees. The accuracy gap is increased to 5.3%, 4.3% and 3.1%
respectively when no domain trees are used.

Index Terms — Privacy Preserving Data Mining, k-Anonymity, De-Indentified Data, Decision Trees, , ,.
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3 PROBLEM FORMULATION

3.1 Formulation of Classification Problem
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6, » <=, <7 capital- | capital- [-per- |native- |salary
I 2 ocoupation |relationship |race  [sex|gain _ Jloss  [week |country [>50K
> ) Excecutive | Not-in-family |White |M 2174 0] 4olus <=50K
Excective_|Husband jte_|M 0 o 13US [<b0K
Excecutive | Not-in-family |White |M 0l O 40Us  [<BOK
I 4 Excective |Husband_|Black _|M o o ajus |50k
Excecutive | Wife Black |M 0 0 40|Cuba |<=50K
y Excecutive |Wife White (M 0 0 431(:u3a <=50K
| Excecutive |Not-in-family [Black [M 0 0 1_6|(:u3a <=50K
. Excecutive |Husband ite |M 0 0] 45|Cuba__|>50f
+ Excecutive |Not-infamily [White |M | 14084 0] 50[Cuba_|>50f
Excective_|Husband ite [M | 517 0| 40[Cuba [>50
+ 6 7 Excecutive |Husband Black |F 0 0]  80[Cuba_|>50f
Sales Husband Asian _|F 0 0| 40|Cuba__[>50f
Sales Husband Asian _|F 0 2| 60|Cuba__[>50f
Sdles Husband  |Asian |F 0 1] 80|Cuba |<=BOK
Sales Husband _|indian |F 0 Of  45{Mexico [<=B0K
3.2 Bag-Algebra Operation Notation
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2 edu- [marital- native-
3 H | D + age |workclass |fnlwgt edu num |status occupation _|relationship |race sex |country
e e(S) 39|Private 77516|BA 13[Married |Excecutive _|Not-in-family [White [M _|US
39|Private 83311|BA 13[Married |Excecutive |Husband White [M_JUS
4 38|Private 215646|BA 9|Divorced [Excecutive |Not-in-family |[White |M _|US
d 53|Private 234721|BA 7|Married |Excecutive |Husband Black [M [US
6 . D + 28|Private 338409|BA 13[Married |Excecutive |Wife Black [M [Cuba
d ® W(S) / 37|Private 284582|BA 14[Married [Excecutive |Wife White |[M_|Cuba
a 49| Private 160187|BA 5|Married [Excecutive |Not-in-family |Black |M |Cuba
52|State-gov | 209642|BA 9|Married [Excecutive |Husband White |M _|[Cuba
31|State-gov 45781|BA 14|Married |Excecutive [Not-in-family [White |M |[Cuba
42|State-gov | 159449|MA 13|Married |Excecutive |Husband White |M _|[Cuba
: 37|State-gov | 280464|MA 10f{Married |Excecutive |Husband Black [F |Cuba
33 The k'anonymlty prOtOCOI 30|State-gov | 141297 |MA 13[Married |Sales Husband Asian |F  [Cuba
8 & 30|State-gov | 141297 |MA 13|Married |Sales Husband Asian |F  [Cuba
~ 30|State-gov | 141297 |MA 13|Married |Sales Husband Asian |F  [Cuba
S I U A :{ a' aZ, cery a,} 34|State-gov | 245487|7th-8th 4|Married |Sales Husband Indian _|F__|Mexico
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4.2 lllustrative Example
+ 5
! OcH@@
0 / 3# %
% #
A6) 0
& &
! +
8 5
Oo#
J ( # O #
(, #@ #6
## ! #@PHO@ +
#@ #2 #3 #6 9R3R#R2 Oo#2
¥ J
# (@ #H@#@@O@ +
#it
+ #@2
#it
0
0
D
O o/
OH I O- O
B
01: marital-status = Married-civ-spouse
02:| education = 11th: <=50K. (271)
03:| education = Masters: >50K. (713)
04: | education = 9th: <=50K. (158)
05:| education = HS-grad: <=50K. (3436)
06: | education = Some-college
07:| | occupation = Handlers-cleaners: <=50K. (69)
08:| | occupation = Exec-managerial
09:| | | workclass = Private
[10:] | | | race = Black: <=50K. (6) |
11:] | | | race = White: >50K. (190)
12:] | | | race = Asian-Pac-Islander: <=50 K. (3)
13:| | | | race = Other: <=50K. (1)
14:| | | | race = Amer-Indian-Eskimo: <=50 K. (2)
15:| | | workclass = Self-emp-not-inc: <=50K . (39)
16:| | | workclass = State-gov: >50K. (8)
17:| | | workclass = Federal-gov: >50K. (16)
18:| | | workclass = Local-gov: <=50K. (23)
19:| | | workclass = Self-emp-inc
| 20:| | | | sex=Male: >50K. (42)
21:| | | | sex=Female: <=50K. (4)
22:| | | workclass = Without-pay: >50K. (0)
23: marital-status = Married-AF-spouse: <=50K. (16)
Fig. 1. Classification tree for Adult dataset
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01: marital-status = Married-civ-spouse

02:| education = 11th: <=50K. (271)

03:| education = Masters: >50K. (713)

04:| education = 9th: <=50K. (158)

05:| education = HS-grad: <=50K. (3436)

06:| education = Some-college

07:| | occupation = Handlers-cleaners: <=50K.
08:| | occupation = Exec-managerial

09:| | | workclass = Private (100)

15:| | | workclass = Self-emp-not-inc: <=50K
16:| | | workclass = State-gov: >50K. (8)
17:| | | workclass = Federal-gov: >50K. (16)
18:| | | workclass = Local-gov: <=50K. (23)
19:| | | workclass = Self-emp-inc

20:| | | | sex=Male: >50K. (42)

21:| | | | sex=Female: <=50K. (4)

22:| | | workclass = Without-pay: >50K. (0)

23: marital-status = Married-AF-spouse: <=50K. (16)

Fig. 2. Revised classification tree after iteration 1.

01: marital-status = Married-civ-spouse

02:| education = 11th: <=50K. (271)

03:| education = Masters: >50K. (713)

04:| education = 9th: <=50K. (158)

05:| education = HS-grad: <=50K. (3436)

06:| education = Some-college

07:] | occupation = Handlers-cleaners: <=50K.
08:]| | occupation = Exec-managerial

09:] | | workclass = Private (100)

15:] | | workclass = Self-emp-not-inc: <=50K
16:] | | workclass = State-gov: >50K. (8)
17:] | | workclass = Federal-gov: >50K. (16)
18:] | | workclass = Local-gov: <=50K. (23)
19:] | | workclass = Self-emp-inc (46)

22:] | | workclass = Without-pay: >50K. (0)

23: marital-status = Married-AF-spouse: <=50K. (16)

Fig. 3. Revised classification tree after iteration 2.

01: marital-status = Married-civ-spouse

02:| education = 11th: <=50K. (271)

03:| education = Masters: >50K. (713)

04: | education = 9th: <=50K. (158)

05:| education = HS-grad: <=50K. (3436)

06: | education = Some-college

07:| | occupation = Handlers-cleaners: <=50K.
08:| | occupation = Exec-managerial (132)

23: marital-status = Married-AF-spouse: <=50K. (16)

Fig. 4. Revised classification tree after iteration 3.

4.2 Supervised Decision Tree-based K-Anonymity
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kACTUS (S,Q,CT k)

Input: S (Original dataset), Q (The quasi-identifier set) ,
k (Anonymity threshold)

Output:  S' (Anonymous dataset)

1:CT  CTI( PQE yS)/*phase 1*
2: Return Anonymize (SO,Q,CT k) /* phase 2 */

Anonymize (SO,Q,CT,k)

Input : SO (Original dataset to be anonyimized), Q (The
quasi-identifier set), CT (Classification tree),

k (Anonymity threshold)

Output : S' Anonymous dataset

3:S SO /* work on a copy of the original dataset */

s A

5: WHILE height(root(CT))>0

6: p node in CT whose height=1

7: nui 0 /* number of uncomplying instances */

8: SP /CEI* candidate instances to be suppressed */
9. S  ewa /CEI* extra complying instances */

vl children(p) DO
1 |Sant(v)(S)|3 KTHEN

10: FOR each

12: sV randomSelect( |5 ant(v)(S)| % S ant(v)(S) )

13: S emm Sem E SV

14: sp sPE ( Sant(y) (s)-sv)

15: ELSE

16: nui nui+ |$ ant(v)(S)|

17: END IF

18: END FOR

19: IF nui<k THEN

20: requried k-nui

21: IF |Sextral 3 required THEN
2: S ot required randomSelect( |$xtra| -required, S extra )
3: ELSE

24: S not_required S extra

25: END IF

26: SP SP E S not_required

27: END IF

28: suppressComplyingChildren(S’,SP,Q, p)

29: S S-SP

30: prune(CT,p)

31: END WHILE

32! IF |5|3 kthens s E suppresssQ,  AE)

Suppress (R,Q,pred)

Input : R (Dataset), Q (The quasi-identifier set), v
(Predicates)

Output : R' (Suppressed dataset)

33: R’ R

34: For each a | Q Do

354 If a does not appear in an antecedent in v
36: dae ’)( R')

37: EndIf

38: End For

39: Return R’

suppressComplyingChildren(S’,S,Q, p)

Input : S’ (anonotmous dataset), S (original dataset), Q (

quasi-identifier), p (parent node)

40: FOR each v | children(p) DO

. S PN € < V- T P

42: Sv S ant(v)(S)

43: S' s E suppress (Sv,Q,ant(v))
44: END IF

45: END FOR

Fig. 5. KACTUS Algorithm
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4.5 Handling Numeric Attributes
) 0
%
% 9 )
0
R 0
R B D
marital-status = Married-civ-spouse AND age >= 30 A ND|
occupation = Exec-managerial AND age < 50 AND race = Other

AND age < 40: <=50K. (5)
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marital-status = Married-civ-spouse AND age >= 30 A
occupation = Exec-managerial AND age < 50 AND race
Other: <=50K. (15)

+ ( #)

"3@)@

Suppress (R,Q,v)
Input : R (Dataset), Q (The quasi-identifier set), v
(Antecedents)

Output : R' (Suppressed dataset)

1.R R
2:Foreacha | Q Do
3 IF a does not appear in a antecedent of v
1
4: 0;1® Al ( R )
5: Else
6: If a doesn’t appear in v with equality predicate
7 val mean value of ain R
r
8 0;1® val (R )
9: End If
10: End If
11:End For
12:Return R’

Fig. 6. Suppress for numeric attributes
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5.4 The Effect of k on the Accuracy

) 5 1
+ 2
3 4 |
. 0 J
10#
2 !
: + GVG
7 Inducer .
ow
&
Fig. 7. The Experimental Process.
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5.6 Multi-dimensional generalization schemes
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TABLE 1 |

THE PROPERTIES OF THE DATASETS &

Dataset Application Area Number  Number  Proportion  Number 1&A+. /
T butes e 0 5

Adult Social - Predict whether income 48842 14 42.85% 2

exceeds SS0K/yr based on census
data. Also known as “Census

Income” dataset TABLE 2
German credit  Financial - classify people described 1000 20 35% 2
by a sct of attibutes as good or bad ACCURACY VS. K FOR KACTUS ALGORITHM.
erodhtrisky Dataset Inducer K-Anonymity
T 5 10 15 20 30
o PHRiGS S A Farease Stence | 214 T T = Japanese | CA5 | 85085158 | 84645356 | 85404156 | 85185144 | 8518+144 | 85515149
Service; 6 types of glass; defined in Credit PART | 83.103.56 | 84.73£1.49 | 85004157 | 84.87=1.60 | 85.18%1.44 | 85.1551.47
termsrof fhieir oxiile content NB 84.7022.30 | 83.1265.08 | 85.2351.70 | 8490154 | 85265138 | 85154147
lonosphere Physical - Classification of radar 351 34 100% 3 Logistic | 81.62:1.62 | 82495530 | 84 724178 | 84.87:1.60 | *85 18+1 44 | *85 15147
returns from the ionosphere Pima Ca5 | 75.172249 | 75208201 | 74.26£2.88 | 74.703.00 | 73.70+3.10 | 72.4043.69
Japanese Credit  Financial - classify people described 125 15 40% 2 Diabetes | PART | 74.88+1.99 | 75.423.03 | 74263290 | 75.1252.95 | 74413325 | 72.40%3.60
oy Al ufaiiibutes us gond oxbid NB | 77562215 | 75.694298 | 75524337 | 76165078 | 74925332 | 74334355
Nurse: Social - rank applications for Goco, & % : Logistic | 78.2922.06 | 74175421 | 75052236 | 75.8453.18 | 753653.15 | 74.5623.46
e schioois Glass C4.5 | 67.6323.18 | *61.8023.60 | *59.4722.98 | *58.1123.75_| ¥55.1324.50 | *45.4255.62
Pima Diabetes  Life-The diagnostic, binary-valued 768 5 100% 2 PART | 68.88%4.91 | 623143.81 | %60.33£2.72 | 58.523.80 | #55.6244.76 | *46.7029.63
variable investigated is whether the NB 71.9653.34 | *62.49+4.55 | #60.3543.58 | 56.57+6.76__| *55.46:4.00 | *46.15%0.26
patient shows signs of diabetes Togistic | 69.9323.16 | *30.86215.95 | 46.75£15.08 | 49.25:10.54 | *54.5057.17 | *44.60+5.64
Tonosphere | C4.5 | 89.08£1.99 | 87.7152.58 | 85.0044.65 | 85.1855.33 | 82.7744.75 | 81.822.02
T Game - Binary classification task on 958 9 0% 2 PART | 88.16:2.05 | 87.16:3.00 | 85214303 | 85.17:4.30 | 8234%4.15 | 80.8242.28
possible configurations of tic-tac-toc NB 90.642.42 | 89.00:182 | 86.1253.50 | 85.5323.43 | 83.6543.53 | 81852282
game . e Logistic | 87.59:2.67 | 81.50£5.11 | 80.04£14.05 | 82.91£723 | 7821£7.01 | *79.79+238
Vehicle el e 18 100% . Nurse C45 | 95.842020 | *93.61x040 | #92.52+0.34 | *92.13:028 | *91.59+0.30 | *90.55+0.39
SR G PART | 98.100.28 | *04.37£0.26 | %92.8820.66 | ¥92.53£0.42 | *91.65+0.66 | *91.0120.54
NB 90.1920.31 | ¥79.3542.51 | *77.76:0.48 | ¥78.952.22 | *812242.59 | *82.5323.02
Waveform Physical - classification of 5000 40 100% 3 Logistic | 92.4320.39 | ¥50.076.88 | *49.03+8.86 | *52.59+10.59 | 58.60+15.09 | 55.58=11.58
po ] TTT C4.5 | 81202156 | ¥72.8022.48 | *73.1622.19 | *70.4921.52 | *71.70+1.76 | *70.301.65
PART | 89.04%4.13 | *74.583.22 | *722433.03 | *7149161 | *71.83+1.86 | *70.30£145
NB 70.70:2.49 | 62.63£327 | 61943394 | 6435:3.71 | 65.16+3.81 | 69.39+2.40
A6) +1 Togistic | 97.6620.66 | *48.2510.92 | *52.945 81 | *63.0126.27 | *60.15+7.27 | *66.06:3.04
Vehicle | C4.5 | 66.392.65 | 66.0123.88 | %63.42:3.41 | 62.1323.11 | *61.1122.51 | %57.642.73
A6) PART | 68 575141 | *64.9743.25 | *63.2613.63 | *62.024332 | *61.0412.64 | 584843 46
NB 63.0652.86 | ¥50.44%3.54 | 58.62:3.64 | 60.3423.74 | *57.2044.82 | *36.48+4.17
Togistic | 67.68+3.49 | ¥32.2057.31 | *34.06:8.87 | *30.0426.18 | ¥29.75+2.88 | *29.3546.20
Waveform | C4.5 | 74.7820.61 | 74.6420.74 | 73.38£1.24 | *72.142093 | *71.3920.77 | *10.66£1.25
PART | 76.601.14 | 73.40:008 | *73.22:0.67 | *72.60£1.06 | *71.08:0.75 | *70.89+1.74
+ 18A+)/ D NB 80.6520.67 | *73.4243 11| 10294255 | *66.2551.77 | *64.03+1 58 | *63.002.85
: . : Togistic | 85.0720.74 | ¥50.0326.81 | *46.0826.16 | *42.016.54 | ¥35.35+3.06 | *44.9328.57
5 D German | C4.5 | 71.6741.08 | *69.98%1.80 | 70.08+1.83 | 69.39:2.22 | *69.19:1.49 | 69.9742.12
! credit PART | 69.91£1.97 | 70.83£1.69 | 69.784231 | 69.2551.06 | 68.8142.18 | 70.23+1.54
1 1I&QA+./ NB 74,671,890 | 70.56£2.89 | *71.1242.38 | *71.082.23 | *70.09+1.98 | 7101147
: . . Togistic | 74.195122 | 67.147.78 | 68342858 | 71.0322.73__| 70.5242.20 | TL12%1.58
+ Adult C4.5 | 85.0620.19 | 85.8820.21 | 85.7320.22 | *85.6120.19 | *85.4820.20 | *85.3220.19
PART | 85.8120.18 | 85012025 | 85790.18 | 85.63:027 | 85.550.13 | *85.28:023
, 5 NB 83.7720.19 | 85.790.76__| *86.050.41 | *85.08+0.40 | *86.01+0.52 | *85.88+0.36
Togistic | 86.0220.12 | 7831=18.25 | 84.34%3.12 | 85.30:0.88 | 84.80+1.03 | *85.0020.45
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TABLE 5

COMPARING ACCURACY WITH A MULTI-DIMENSIONAL MEHTHOD

TABLE 6
SCALABILITY ANALYSIS RESULTS

Scalability | C4.5 training | k-anonymity time | Dataset size
factor time (sec) (sec)
5 6.88 44.32 226110
10 15.57 99.16 452220
15 28.48 192.82 678330
20 41.23 247.94 904440
25 62.47 409.32 1130550
30 69.43 483.01 1356660
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