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ABSTRACT

Software testing forms an integral part of the software development life cycle. Since the objective of
testing is to ensure the conformity of an application to its specification, a test “oracle” is needed to
determine whether a given test case exposes a fault or not. Using an automated oracle to support the
activities of human testers can reduce the actual cost of the testing process and the related maintenance
costs. In this paper, we present a new concept of using an artificial neural network as an automated
oracle for a tested software system. A neural network is trained by the backpropagation algorithm on a
set of test cases applied to the original version of the system. The network training is based on the
“black-box” approach, since only inputs and outputs of the system are presented to the algorithm. The
trained network can be used as an artificial oracle for evaluating the correctness of the output produced
by new and possibly faulty versions of the software. We present experimental results of using a two-
layer neural network to detect faults within mutated code of a small credit approval application. The
results appear to be promising for a wide range of injected faults.
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1 INTRODUCTION

The main objective of software testing is to determine how well the evaluated application conforms to
its specifications. Two common approaches to software testing are black-box and white-box testing.
While the white-box approach uses the actual code of the tested program to perform its analysis, the
black-box approach checks the program output against the input without taking into account its inner
workings [10].

Software testing is divided into three stages: generation of test data, application of the data to the
software being tested, and the evaluation of the results.  Traditionally, software testing was done
manually by a human tester who chooses the test cases and analyzes the results [2]. However, due to the
increase in the number and size of the programs being tested in present day, the burden of the human
tester is increased and alternative, automated software testing methods are needed. While automated
methods appear to take over the role of the human tester, the issues of reliability and the capability of the
software testing method still need to be resolved [11]. Thus, testing is an important aspect in the design
of a software product.

Both the white-box and black-box approaches to software testing are not without their limitations. Voas
& McGraw (1998) note that present day software systems are too large to be tested by the white-box
approach as a single entity; instead white-box testing techniques work at the subsystem level. One of the
limitations of the white-box testing approach is that it is not capable of analyzing certain faults, one of
which is testing for missing code [12]. The main problem associated with the black-box approach is to
generate test cases that are more likely to detect faults [12].

"Fault-based testing" is the term used to refer to methods that base the selection of test data on the
detection of specific faults [12] and is a type of white-box approach as it is using the code of the tested
program [10]. Mutation analysis is a fault-based technique that generates mutant versions of the
program that is being tested [3]. A test set is applied to every mutant program and is evaluated to
determine whether the test set is able to distinguish between the original and mutant versions.

Artificial neural networks (ANN) have been used in the past to handle several aspects of software
testing. Experiments have been conducted to evaluate the effectiveness of generating test cases capable



of exposing faults[1], to use principle components analysis to find faults in a system [6], to compare the
capabilities of neural networks to other fault exposing techniques [5, 7], and to find faults in failure data

[9].

In this paper, we present a new application of neural networks as an automated “oracle” for a tested
system. A multi-layer neural network is trained on the original software application by using randomly
generated test data that conform to the specifications. The neural network can be trained within a
reasonable accuracy of the original program though it may be unable to classify the test data 100%
correctly. In effect, the trained neural network becomes a simulated model of the software application.
When new versions of the original application are created and “regression testing” is required, the tested
code is executed on the test data to yield outputs that are compared with those of the neural network. We
assume here that the new versions do not change the existing functions, which means that the
application is supposed to produce the same output for the same inputs. A comparison tool then makes
the decision whether the output of the tested application is incorrect or correct based on the network
activation functions. Figure 1.1 presents the overview of the proposed testing methodology.
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Figure 1.1 Method Overview

Using an ANN-based model of the software, rather than running the original version of the program may
be advantageous for a variety of reasons. First, the original version may become unusable, due to a
change in the hardware platform or in the OS environment. Another usability problem may be
associated with a third-party application having an expired license or other restrictions. Second, most
inputs and outputs of the original application may be non-critical at a given stage of the testing process
and, thus, using a neural network for an automated modeling of the original application may save a
significant amount of computer resources. Third, saving an exhaustive set of test cases with the outputs
of the original version may be infeasible for real-world applications [10]. Finally, the original version is
never guaranteed to be fault-free and comparing its output to the output of a new version may overlook
the cases, where both versions do not function properly. Neural networks provide an additional
parameter associated with every output, the activation function, which, as we show below, can be used
to evaluate the reliability of the tested output.

Section 2 describes the background material on neural networks and its effectiveness when used as a
model of a real system. Section 3 presents a description of the proposed testing methodology. Section 4
describes the credit card approval system that is being used in our experiment as well as the construction
and the training of the multi-layer neural network. Section 5 presents the results of the experiment
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conducted to evaluate the effectiveness of using a neural network as an automated “oracle.” Section 6
summarizes our conclusions.

2 BACKGROUND MATERIAL ON NEURAL NETWORKS

Artificial neural networks (ANNs) are designed to resemble the structure and information-processing
capabilities of the brain [4]. The architectural components of a neural network are computational units
similar to the neurons of the brain. A neural network is formed from one or more layers of these
neurons whose interconnections have associated synaptic weight. Each neuron in the network is used to
perform calculations that contribute to the overall learning process, or training, of the network. The
neuron interconnections are associated with synaptic weights that store the information computed during
the training of the network. The neural network is thus a massive parallel information processing
system that utilizes distributed control to learn and store knowledge about its environment.

The two inherent factors that influence the superior computational ability of the neural network are its
parallel distributed design and its capability to extrapolate the learned information to yield outputs for
inputs not presented during training (generalization). These characteristics of the neural network allow
complex problems to be solved. Data mining, pattern recognition, and function approximation are some
of the tasks that are capable of being performed by neural networks.

In our method, the trained neural network is used to produce a particular output when presented with an
input signal. During the training stage, the synaptic weights of the network are updated by presenting a
set of training examples to the training algorithm. Each example is organized as a pair of two vectors,
one for the inputs and the second for the outputs. One epoch is concluded when the entire set of
examples is presented to the neural network. Thus, the neural network employs an input-output mapping
mechanism and is expected to generalize when presented with new examples. One possible problem
that may arise during the training of the network is that the network error may converge to a local
minimum [4]. Retraining the network with a different set of initial weights is one solution to overcome
this problem.

Activation
Function
Input
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Yi

Figure 2.1 Structure of a Neuron

The computational components or neurons of the network are each composed of three elements: a set
of n synaptic weights, one for each interconnection; an adder that will be used to combine the incoming
input signals with the synaptic weights; and an activation function also known as a squashing function as
it forces the output to have a value within a specified range. Figure 2.1 illustrates the structure of a
neuron. If the input signal to neuron i is x;, the synaptic weight associated with the interconnection
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between the input signal and the neuron is denoted w;;. The set of input signals multiplied with the set of
the synaptic weights is linearly combined. The resulting value is then used to calculate the output of the
activation function, typically a sigmoid function (shown in Figure 2.2) with a range between 0.0 and 1.0
that consequently generates the neuron output signal y;.

n

net = ijw,j (])

J=1

Figure 2.2 Sigmoid Function

A multi-layer feedforward neural network consists of an input layer of non-computational units (one for
each input), one or more hidden layers of computational units and an output layer of computational
units. Backpropagation is the standard training method that is applied to multi-layer feedforward
networks. The algorithm consists of passing the input signal forward and the error signal backward
through the network. In the forward pass one input vector is presented to the input layer and the input
signal is filtered forward through the subsequent layers of the network to generate a set of outputs. The
network outputs are compared with the actual outputs of the training example and an error signal is
generated. In the backward pass, the synaptic weights are updated using the learning constant according
to the effect they have in generating the incorrect outputs (if the network output matches the actual
output, the error signal has no effect in adjusting the synaptic weights). Figure 2.3 demonstrates the
passing of signals through a neural network and the structure of a multi-layer network. The presentation
of training examples to the network is repeated until the network is stabilized and no more adjustments
are required for the synaptic weights or the maximum number of epochs has been reached.

The training of a neural network by backpropagation is also viewed as a gradient descent search to find
the synaptic weights that will yield the global minimum error [1]. However, the error surface of a multi-
layer network may contain local minima that may cause the network training to conclude prematurely.
One way to overcome this problem of error convergence is to retrain the network with the same data and
a different set of initial synaptic weights.

In our software testing experiments, we use a /-of-n encoding of outputs, where each output unit of a
neural network represents a possible value of the output variable. The output unit having the highest-
valued activation function (“the winning output™) is taken as the network prediction for the output of the
tested program. As indicated by [8], the difference between the outputs can be used as a measure of the
confidence in the network prediction.

As the number of input and output units are fixed according to the data used to train the network, the
number of units per additional hidden layer and the number of hidden layers used have to be determined.
Likewise, the learning constant and the number of epochs also have to be decided upon. These four
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variables are used as "tuning knobs" to fine-tune the performance of the network and to minimize the
final misclassification error.

<—— Backpropagation of error signal
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Figure 2.3 Structure of a Multi-layer Network and Signal Propagation Through the Network

Multi-layer feedforward neural networks are capable of solving general and complex problems and the
backpropagation technique is computationally efficient as a training method [8]. In this paper, we use
the multi-layer network trained by backpropagation to simulate a credit approval application.

3 DESCRIPTION OF THE TESTING METHODOLOGY

Our testing methodology can be viewed as a black-box approach. In the training phase (see Figure 3.1.),
the input vector (test case) for each training example is generated randomly, subject to the specifications
of the tested program. Each input vector is then provided as an input to the original version of the tested
program, which subsequently generates a corresponding output vector. The input and the output vectors
of the program are used for training the neural network. The trained neural network can perform the
function of an automated "oracle" [12] for testing the subsequent versions of the program (a process
known as “regression testing”).

In the evaluation phase (see Figure 3.2), each test case is provided as an input vector to a new version of
the tested program and to the trained ANN. For each input vector, the comparison tool calculates the
absolute distance between the winning ANN output and the corresponding value of the application
output. All the outputs are numbers between zero and one. The computed distance is then placed into
one of three intervals defined by two threshold values in the [0, 1] range. If the network prediction and
the application output are identical and the computed distance falls into the interval between 0.0 and the
low threshold (the distance is very small), this means that the network prediction matches the program
output and both outputs are likely to be correct. In this case, the comparison tool reports that the
program output is correct. On the other hand, if the network prediction is different from the application
output and the distance between outputs is very large (falls into the interval between the high threshold
and 1.0), a program fault (incorrect output) is reported by the comparison tool. In both cases, the
network output is likely to be correct and it is reliable enough to evaluate the correctness of the
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application output. However, if the distance is placed into the interval between the low threshold and
the high threshold, the network output is considered unreliable. In the last case, the comparison tool
reports a program fault only if the network prediction is identical to the application output.

Training Phase

Tested Program
(may contain faults)

Legal Test Cases Program Output
(randomly generated)

Neural Network Trained
Training Network

Figure 3.1: Overview of the Training Phase

Evaluation Phase

Tested Program

/ (may contain faults)
Program
Input Output
Decision:
Set of Oorr%par:son Output Erroneous
00 or
Test Cases / Output Correct
Program
Input Output
Automated Oracle
(Trained NN)

Figure 3.2: Overview of the Evaluation Phase

The comparison tool is employed as an independent method of comparing the results from the neural
network and the results of the faulty versions of the credit approval application. An objective automated
approach is required to ensure that the results have not been affected by external factors. This in effect
replaces the human tester who may be biased by having prior knowledge of the original application.

The tool uses the output of a neural network and the output of the tested application. The distance
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between the outputs is taken as the absolute difference between the value of the winning node for each
output and the corresponding value in the application. Since a sigmoid activation function is used to
provide the network outputs, the activation value of the winning output nodes is a number between 0.0
and 1.0.  The corresponding value of the application output is equal to 1.0 if the predicted and the
actual outputs are identical. Otherwise, it is equal to 0.0. Thus, the distance covers a range between 0.0
and 1.0 and we use this value to determine whether the faulty application has generated an invalid or
correct result.

Faulty Application Output

Correct Wrong
1 2
ANN OutPUt Correct True Positive True Negative
W 4 3
ong False Negative False Positive

Table 3.3 Each Output has a Defined Category

Table 3.3 displays the four possible categories where each output can be placed. Since the ANN is only
an approximation of the actual system, some of its outputs may be incorrect. On the other hand, the
tested application itself may produce errors, which is the main reason for the testing process. If the
ANN output is correct while the output of the tested application is wrong, the evaluation of the
comparison tool is classified to be a true negative or a category of 2, i.e. the determination that the
output of the application is an actual error. Similarly, the remaining three classifications represent the
other possibilities for the output categorization. Each output arising from the neural network and the
tested program is evaluated in this fashion. Although we are mainly interested in finding the wrong
outputs (categories 2 and 3), we also note that there is no visible difference when the network output is
the same as the output of the tested program (categories 1 and 3). Categories 2 and 4 are also similar in
that regard as either the network output is correct or the tested program output is correct with the former
being more likely. The ANN is trained to simulate the original application, however it is not capable of
classifying the original data one hundred percent correctly due to the problem of error convergence
discussed in Section 2. In the next section, we show that despite this seeming disadvantage the
percentage of incorrectly classified outputs is minor compared to the overall data set size. Thus, we are
interested in the cases where the tested application output is wrong: categories 2 and 3 using the notation
of Table 3.3. When the outputs are compared with one another, they are the either the same or different.
Consequently, categories 1 and 3 have to be distinguished from one another by the comparison tool; a
similar separation is required for categories 2 and 4. Thus, the need for calculating the distance is
justified.

Comparison of outputs
Same Different
e Both correct | ® ANN correct
Binary e Bothwrong | e Faulty application
Type Of correct
Output e Both correct | ® ANN correct
utpu icati
p Contimious | ® Both wrong | e Faulty application
correct
¢ Both Wrong

Table 3.4 Possibilities of Fault Types



The two types of outputs are handled differently by the comparison tool, as there are four possible
situations for the binary output and five for the continuous output. The analysis of the continuous output
differs in one part with respect to the binary output. When both the ANN output and the faulty
application are different, the ANN output may be correct, the faulty application output may be correct or
in the case of a continuous output, they both may be wrong, whereas only two situations are possible for
the binary output (see Table 3.4). In our experiment (see next section), the values of both the low and
the high threshold for each type of output were obtained experimentally to yield the best overall fault
detection results.

4 DESCRIPTION OF THE EXPERIMENT

The design of the experiment is separated into three parts, one for the sample application, one for the
neural network, and the other for the comparison tool that calculates the distance between the two
outputs (See Figure 1.1). The specification and the algorithm for a credit card approval application are
used to provide the necessary format of the input and output attributes and the placement of the injected
faults. The design of the neural network is also partially dependent on the input/output format of the
application; however, the tuning knobs for training the neural network were manually determined by
trial and error. Figures 3.1 and 3.2 present the flow of the process followed in the experiment. In the
training phase, the input data for the training of the neural network and the tested program is generated
randomly. The input data is fed singularly to the tested program as an input vector that generates an
output vector for each training example. Thus, the set of input vectors and output vectors are passed as
input to the two-layer neural network, which is trained using the backpropagation algorithm. In the
evaluation phase a mutated version of the tested program is created by making one change at a time to
the original program. The testing data is then passed to both the neural network and the tested program.
The outputs from both the tested program and the trained network are then processed by the comparison
tool that makes a decision on whether the output of the tested program is erroneous or correct.

The process that the experiment follows begins with the generation of test cases. The input attributes are
created using the specification of the program that is being tested while the outputs are generated by
executing the tested program. The data undergoes a preprocessing procedure in which all continuous
input attributes are normalized (the range is determined by finding the maximum and minimum values
for each attribute) and the binary inputs and output are either assigned a value of 0 or 1. The continuous
output is treated in a different manner and the output of each example is placed into the correct interval
specified by the range of possible values and the number of intervals used. The processed data is used
as the data set for training the neural network. The network parameters are determined before the
training algorithm begins. The training of the network includes presenting the entire data set for one
epoch and the number of epochs for training is also specified. The backpropagation training algorithm
concludes when the maximum number of epochs has been reached or the minimum error rate has been
achieved. The network is then used as an “oracle” to predict the correct outputs for the subsequent
regression tests. As explained in Section 3 above, the comparison tool uses both the data from the oracle
and the tested program to evaluate whether the output of the latter is wrong or correct.

Design of the credit card approval program

The sample program that is being tested in this experiment is a small credit approval application. The
application can be considered representative of a wide range of business applications, where a few
critical outputs depend on a large number of inputs. The training data that is used throughout this paper
is randomly generated using the specification of the application and the description of the attributes. A
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more detailed description and the type of each attribute can be viewed in Table 4.1 and Table 4.2
provides a sample data set. Each record includes nine input attributes and two output attributes (one
binary, one continuous).

Name of the attribute Data Type Attribute Type Details
Serial ID Number integer Input unique for each customer
Citizenship integer Input 0: American

1: Others
State integer Input 0: Florida

1: other states
Age integer Input 1-100
Sex integer Input 0: Female

1: Male
Region integer Input 0-6 for different regions in US
Income Class integer Input 0 if income p.a. < $10k

1 if income p.a. >= $10k
2 if income p.a. >= $25k
3 if income p.a. >=§ 50k

Number of dependents |integer Input 0-4
Marital status integer Input 0: Single
1: Married
Credit approved integer Output 0: No
1: Yes
Amount integer Output >=0

Table 4.1 Input Attributes of the Data

i‘ir:;;? Citizenship | State | Age | Sex [Region Irgl:':: D"e‘eupn;ﬁzre:tfs '\sllgrt'tlasl A;prreo(ill;d Amount
1 0 1 20| 1 3 1 1 1 0 860
2 1 1 18 | 1 4 1 1 0 0 1200
3 0 0 151 0 5 1 0 0 1 0
4 0 0 53 1 3 1 0 1 0 1400
5 0 0 6 1 4 2 2 0 1 0
6 1 1 95 1 3 0 1 0 0 400
7 1 0 78 | 1 5 2 2 0 1 0
8 0 0 84 | 0 2 0 2 0 0 1650
9 0 1 28] 0 3 2 3 1 0 1370
10 0 0 (74| 0 2 2 2 0 0 1950

Table 4.2 Sample Data Used During Training (before Preprocessing)

For example, customer 2 of Table 4.2 is not an American citizen, does not live in Florida, is 18 years of
age, is male, lives in region 4, has an annual income greater than $10, 000 and is single with one
dependent. Credit has been approved for this client for an amount of $1200. Since a neural network can
be trained only on numeric values, all categorical attributes (citizenship, state, etc.) were converted to
numeric form. The training data consists of 500 records (test cases); the additional 1000 test cases used
for evaluating the mutated versions of the original application also follow the same format. The second
data set is larger than the first to ensure that there was sufficient data to find faults in the tested program.
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1.1f ((Region == 5) || (Region == 6))
2. Credit Limit=0

3.Else

4, If(Age<18)

5 Credit Limit =0

6. Else

7 If (Citizenship == 0){

8. Credit Limit = 5000 + 1000 * Income Class
9. If (State == 0)

10. If ((Region ==3) || (Region == 4)

11. Credit Limit = Credit Limit * 2.00
12. Else

13. Credit Limit = Credit Limit * 1.50
14, Else

15. Credit Limit = Credit Limit * 1.10
16. If (Marital Status == 0)

17. If (Number of dependents > 0)

18. Credit Limit = Credit Limit + 200 * Number of Dependents
19. Else

20. Credit Limit = Credit Limit + 500
21. Else

22 Credit Limit = Credit Limit + 1000
23. If (Sex==0)

24, Credit Limit = Credit Limit + 500
25. Else

26. Credit Limit = Credit Limit + 1000
27. }

28. Else{

29. Credit Limit = 1000 + 800 * Income Class
30. If (Marital Status == 0)

31. If (Number of dependents > 2)

32. Credit Limit = Credit Limit + 100 * Number of Dependents
33. Else

34. Credit Limit = Credit Limit + 100
35. Else

36. Credit Limit = Credit Limit + 300
37. If (Sex==0)

38. Credit Limit = Credit Limit + 100
39. Else

40. Credit Limit = Credit Limit + 200
41. )

-
42, If Credit Limit =0

43, Credit Approved =1
44 Else

45, Credit Approved =0

Figure 4.3 Algorithm for the Credit Card Approval Application

A detailed description of the application logic is necessary for the reader to understand the type of faults
that are injected into the application though this logic was “hidden” from the backpropagation training
algorithm. The algorithm that the application follows can be found in Figure 4.3. The structure of the
application consists of a series of layered conditional statements. This provides the opportunity to
examine the effects of the faults over a range of possibilities. The types of faults that have been injected
in our experiment consist of minor changes to the conditional statements. These include a change in
operator and a change in the values used in the conditional statements. Several assumptions are made
when applying the faults to the application. Only one change is made at a time and the fault is either a
sign change or an error in the numerical value used in the comparison. Consequently, the analysis of
the outputs was conducted independently of each other. Table 4.4 provides a listing of the details for the
injected faults.

Description of the neural network

The backpropagation neural network used in this experiment is capable of generalizing the training data,
however the network cannot be applied to the raw data as the attributes do not have uniform
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presentation. Some input attributes are not numeric and in order for the neural network to be trained on
the test data, the raw data has to be preprocessed and as the values and types differ for each attribute it
becomes necessary that the input data is normalized. The values of the continuous attribute vary over a
range while there are only two possible values for the binary attribute (0 or 1). Thus for the network to
be able to process the data uniformly, the continuous input attributes have to be normalized to a number
between 0 and 1. The data is preprocessed by normalizing the values for all the input attributes
according to the maximum and minimum possible values for each attribute. The output attributes were
processed in a different manner. If the output attribute was binary, the two possible network outputs are
0 and 1. On the other hand, continuous outputs cannot be treated in the same way, since they can take
an unlimited number of values. To overcome this problem, we have divided the range (found by using
the maximum and minimum possible values) of the continuous output into ten equal-sized intervals and
placed the output of each training example into the correct interval (a value between 0 and 9).

The architecture of the neural network is also dependent on the data. In this experiment, we used eight
non-computational input units for the eight relevant input attributes (the first is not used as it is a
descriptor for the example) and twelve output computational units for the output attributes. The first
two output units are used for the binary output. For the purposes of training, the unit with the higher
output value is considered to be the "winner". Similarly the remaining ten units are used for the
continuous output. The initial synaptic weights of the neural network were obtained randomly and
covered a range between —0.5 and 0.5. Experimenting with the neural network and the training data, we
concluded that one hidden layer with twenty-four units was sufficient for the neural network to
approximate the original application to within a reasonable accuracy. A learning rate of 0.5 was used
and the network required 1500 epochs to produce a 0.2 % misclassification rate on the binary output and
5.4 % for the continuous output. Figure 4.5 shows the number of epochs vs. the convergence of the
error.

12



Output 1

Output 2
Fault| Line (Credit Approval) (Credit Limit)
Original Line Injected Fault Error Type
# # Final root mean
Error | Confidence
(%) |Interval (95%) squared error
1 1 if(Region ==5) Operator Change & 3.50 [2.90, 4.10] 0.52
Argument Change

2 L | If (Region == 5) || (Region == 6)) | if (Region ==5) && (Region==6)) | ~Operator Change 15.70 | [14.5,16.90] 1.14

3 1 if ((Region == 4) || (Region ==15)) Argument Change 15.80 | [14.6,17.00] 0.93

4 1 if ((Region == 3) || (Region == 4)) Argument Change 40.70 | [39.1,42.30] 2.28

5 4 if(Age > 18) Operator Change 80.70 | [79.5, 81.90] 4.12

If (Age < 18) -

6 4 if(Age < 25) Argument Change 9.20 [8.30, 10.10] 0.73

7 7 If (Citizenship == 0) if( Citizenship == 1) Argument Change 3.50 [2.90, 4.10] 1.62

8 9 If (State == 0) if (State == 1) Argument Change 3.50 [2.90, 4.10] 0.82

9 10 if (Region = 3) Operator Change & 3.50 [2.90, 4.10] 0.38

Argument Change

10 | 10 | 1f (Region == 3) || (Region == 4) | if (Region==13) && (Region==4)) | = Operator Change 3.50 [2.90, 4.10] 0.46

11 ] 10 if ((Region == 2) || (Region == 3)) Argument Change 3.50 [2.90, 4.10] 0.41

12 | 10 if ((Region == 1) || (Region == 2)) Argument Change 3.50 [2.90, 4.10] 0.69
13 | 16 If (Marital Status == 0) if (Marital Status ==1) Argument Change 3.50 [2.90, 4.10] 0.85
14 | 17 A if (Number of dependents == 0) Operator Change 3.50 [2.90, 4.10] 0.57

It (Number of dependents > 0) -

15 ] 17 if (Number of dependents < 0) Operator Change 3.50 [2.90, 4.10] 0.53

16 | 23 If (Sex == 0) if (Sex==1) Argument Change 3.50 [2.90, 4.10] 0.94
17 | 30 If (Marital Status == 0) if (Marital Status == 1) Argument Change 3.50 [2.90, 4.10] 0.71

18 | 31 if (Number of dependents >=2) Operator Change 3.50 [2.90, 4.10] 0.52
19 | 31 If (Number of dependents > 2) if (Number of dependents < 2) Operator Change 3.50 [2.90, 4.10] 0.58
20 | 31 if (Number of dependents <=2) Operator Change 3.50 [2.90, 4.10] 0.58
21 | 37 If (Sex == 0) if (Sex==1) Argument Change 3.50 [2.90, 4.10] 0.52

Table 4.4 List of Faults That were Tested

Error

Error for Network Simulating Credit
Approval Application

0.8 -
0.6
Output 1
0.4 P
\ Output 2
0.2 \g
1 201 401 601 801 1001 1201

Epochs

Figure 4.5 Error Convergence




5 RESULTS OF THE EXPERIMENT

The result of applying the faults are displayed in Tables 5.1, 5.2 and 5.3. The first two tables display
results for the binary output (credit approved). Table 5.1 summarizes the results for the error rate as a
function of the threshold values and Table 5.2 displays the results for the minimum average error rate.
The last table summarizes the results for the minimum error rate of the continuous output (credit
amount). The tables include the injected fault number (see Table 4.4), the number of correct outputs and
incorrect outputs as determined by the "oracle", and the percentages for the correct outputs classified as
being incorrect and incorrect outputs classified as being correct. The percentages were obtained by
comparing the classification of the "oracle" with that of the original version of the application. The
original version is assumed to be fault-free and is used as a control to evaluate the results of the
comparison tool. The best thresholds were chosen to minimize the overall average of two error rates.

As can be verified from Table 4.4, the binary output was affected by an injected fault only in 5 faulty
versions out of 21 due to the structure of the application: the first output is only affected by the first two
conditions in the program. For this reason, only five injected faults are presented in Tables 5.1 and 5.2.
In Table 5.1, the average error rates were obtained by varying the threshold values for the classification
of the binary output. Table 5.2 shows the lowest error rate obtained as a function of the thresholds.
Comparing the overall average error rates in Tables 5.1 to the minimum value in Table 5.2, there is not
much of a difference between them. However, in comparing the values for every set of threshold values
in Table 5.2, the individual error percentages vary for each fault.
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Low Threshold =0.21
High Threshold = 0.81

Low Threshold =0.21
High Threshold = 0.91

Low Threshold =0.31
High Threshold = 0.81

Low Threshold = 0.31
High Threshold = 0.91

Percentage | Percentage |Percentage| Percentage |Percentage| Percentage (Percentage| Percentage
of Correct |of Incorrect|of Correct|of Incorrect|of Correct |of Incorrect | of Correct | of Incorrect
Injected | Outputs Outputs | Outputs | Outputs | Outputs | Outputs | Outputs | Outputs
Fault [Classified as| Classified |Classified | Classified |Classified| Classified |Classified [Classified as|
Number Being as Being | as Being | as Being | as Being | as Being | as Being Being
Incorrect Correct | Incorrect | Correct | Incorrect | Correct | Incorrect | Correct
(%) (%) (%) (%) (%) (%) (%) (%)
02 1.40 16.43 1.40 12.86 1.16 16.43 1.16 12.86
03 1.41 14.97 2.11 13.61 1.29 15.65 1.99 14.29
04 222 5.56 3.75 5.07 222 5.80 3.75 5.31
05 6.74 2.80 12.92 2.80 5.62 3.16 11.80 3.16
06 1.40 31.88 1.61 27.54 1.29 31.88 1.50 27.54
Percentage Average 2.63 14.33 4.36 12.37 232 14.58 4.04 12.63
Total Average 8.48 8.37 8.45 8.34

Table 5.1 The Error Rate as a Function of the Threshold Values for the Binary Output

Percentage | Percentage
of Correct |of Incorrect
Injected | Number of | Number of | Outputs Outputs
Fault Correct | Incorrect | Classified | Classified
Number | Outputs | Outputs | asBeing | asBeing
Incorrect | Correct
(%) %)
02 860 140 1.28 14.29
03 853 147 1.88 13.61
04 586 414 341 5.07
05 178 822 10.11 2.80
06 931 69 1.61 28.99
Percentage 3.66 12.95
Average
Total
Average 8.31

Table 5.2 The Minimum Error Rate for the Binary Output (Low Threshold = 0.26, High Threshold =

Table 5.3 summarizes the results for the continuous output. Due to the increased complexity involved in
evaluating the continuous output, there is a significant change in the capability of the neural network to
distinguish between the correct and the faulty test cases: the minimum average error of 8.31 achieved
for the binary output vs. the minimum average error of 20.79 for the continuous output. An attempt to
vary the threshold values also did not result in an evident change to the overall average percentage of

error for the continuous output.

0.86)
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Percentage | Percentage
of Correct |of Incorrect
Injected | Number of | Number of | Outputs Outputs
Fault Correct | Incorrect | Classified | Classified
Number | Outputs Outputs | asBeing | as Being
Incorrect | Correct
(%) (%)
02 140 860 28.14 143
03 307 693 6.78 49.51
04 587 413 533 21.12
05 822 178 8.99 3.89
06 69 931 23.63 13.04
07 559 441 11.11 572
08 355 645 21.86 7.89
09 217 783 8.17 73.27
10 303 697 7.60 52.15
11 238 762 7.74 66.39
12 276 724 24.17 10.51
13 371 629 23.05 647
14 99 901 22.86 2323
15 65 935 23.32 33.85
16 407 593 23.27 491
17 273 727 22.56 13.55
18 20 980 24.49 50.00
19 71 929 24.54 141
20 1000 0 0.00 420
21 125 875 20.91 50.40
Percentage 1693 | 2465
Average
Total 20.79
Average
Table 5.3 The Minimum Error Rate for the Continuous Output (Low Threshold = 0.10, High Threshold

=0.90)

6 CONCLUSIONS

In this experiment, we have used a neural network as an automated “Oracle” for testing a real
application and applied mutation testing to generate faulty versions of the original program. We then
used a comparison tool to evaluate the correctness of the obtained results based on the absolute
difference between the two outputs.

The neural network is shown to be a promising method of testing a software application provided that
the training data has a good coverage of the input range. The backpropagation method of training the
neural network is a relatively rigorous method capable of generalization and one of its properties ensures
that the network can be updated by learning new data. As the software, that the network is trained to
simulate is updated, so too can the trained neural network learn to classify the new data. Thus, the
neural network is capable of learning new versions of evolving software.

The benefits and the limitations of the approach presented in this paper need to be fully studied on
additional software systems involving a larger number of inputs and outputs. However, as most of the
methodology introduced in this paper has been developed from other known techniques in artificial
intelligence, it can be used as a solid basis for future experimentation. One possible application can
include generation of test cases that are more likely to cause faults. The heuristic used by the comparison
tool may be modified by using more than two thresholds or an overlap of thresholds by fuzzification.
The method can be further evaluated by introducing more types of faults into a tested application.
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